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DETAILED ACTION 

Claim Rejections - 35 USC § 102 

1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

2. Claim 1 is rejected under 35 U.S.C. 102(b) as being anticipated by Muratani et 
al (US 6,061,451). 

Claim 1 recites a method of copy protecting a digital signal representing audio 
visual information. However, the limitations of claim 1 are found to read on patented 
invention by Muratani et al. APPARATUS AND METHOD FOR RECEIVING AND 
DECRYPTING ENCRYPTED DATA AND PROTECTING DECRYPTED DATA FROM 
ILLEGAL USE. For disclosure of protection of audio visual data, see e.g. ABSTRACT. 

For disclosure of encoded data, e.g. MPEG protocol, see ABSTRACT. For 
conversion of the signal into a copy protected signal utilizing a data signal representing 
copy protection data, reference is made to page 14 of the application specification. The 
data after copy protection is described on page 14 as not usable by any devices, and so 
it is understood to be an encryption function, and the copy protection data is understood 
to be keying data. Henceforth, the copy protection function will be referred to as the first 

I 
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encryption function, and the copy protection data will be referred to as keying data. 
Reference is also made to page 15 of the specification where disclosures of utilizing an 
XOR function for encryption and decryption with the keying data, which is a well known 
encryption technique. Other functions besides the XOR are also available for 
encryption with keying data. 

For disclosure of another scrambling function subsequent to the first above listed 
function, see figure 3 of Muratani, where the second scramble circuit is illustrated. This 
second scrambling function will henceforth be described in this office action as the 
second encryption function. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 2-32 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Muratani et al (US 6,061,451) in view of Menezes, HANDBOOK OF APPLIED 
CRYPTOGRAPHY. 

Claim 2 recites the method of claim 1 with further limitations. Muratani is silent 
with respect to disclosures of transmitting the encrypted signal with keying data to a 
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receiver in the exact fashion as limitations recited in claims, although different possible 
embodiments are suggested to one of ordinary skill in the art. Therefore, reference is 
made to the Menezes reference of note, HANDBOOK OF APPLIED CRYPTOGRAPHY. 
For teachings of using two encryption functions, see page 234. For illustration of 
sending keying data with information (audio visual) data, see page 16, figure 1.7, and 
caption describing key exchange channel. The encryption function E depicted in figure 
1 .7 would be embodied as the double encryption method as taught on page 234. The 
Muratani device is an embodiment of Menezes teachings of double encryption in 
section 7.2.3 concerning multiple encryption methods. 

At the time the invention was made, it would have been obvious to a 
person of ordinary skill in the art to combine the teachings of Muratani with the 
teachings of Menezes in order to perform double encryption of audio visual data. One 
of ordinary skill in the art would have been motivated to do this in order to thwart 
attempts at retrieving an open signal at the set-top box, as disclosed in Muratani, 
column 3, last paragraph, and top of column 3. 

Claims 3 and 4 recite the method of claims 1 and 3 respectively, with further 
limitations. For sending all data as a single signal, see page 13, figure 1 .6, where there 
is shown one unsecured channel for all data, including keying data. For combining the 
keying data with a signal, it is well known that in order to encrypt the data, it must be 
combined with the data in an encrypting fashion. See also Muratani, column 3, last 
paragraph for disclosure of keying data being transmitted with other data. 
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Claim 5 recites the method of claim 3 with further limitations. For illustration of 
receiving the single signal in a receiver, see e.g. Muratani, figure 3, where three 
receptions occur. 

For disclosure of removing keying data from received data single signal, see 
figure 1.6 of Menezes. It would have been obvious to one of ordinary skill in the art to 
store the keying data, perhaps in a buffer, to synchronize computer instructions. For 
receiving keying data with other data combined, refer to figure 1 .6 of Menezes, where 
one unsecured channel is illustrated. 

For teachings of recovery and decryption of the second encryption function, refer 
to Menezes figure 1 .6, where the decryption function is illustrated. The decryption 
function illustrated in figure 1 .6 is understood with respect to claim 5 to be a double 
encryption decryptor function as taught in section 7.2.3 of Menezes concerning multiple 
encryptions. 

Reconverting the regained copy protected signal back into said encoded signal 
using an inverse copy protection function by using said stored copy protection data is 
understood to be decryption by the second (inverse) encryption function using the 
keying data, as taught in Menezes, section 7.2.3, concerning multiple encryption. 

Decoding the encoded signal to recover the digital signal is found illustrated in 
Muratani, figure 1, item 16. 

At the time the invention was made, it would have been obvious to a 
person of ordinary skill in the art to combine the teachings of Muratani with the 
teachings of Menezes in order to decrypt the doubly encrypted data. One of ordinary 
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skill in the art would have been motivated to do this because an inverse decryption 
phase must be obtained to retrieve the audio visual signals. 

Claim 6 recites a method with limitations in common with the claim 5 limitations, 
but without the step of storing the keying data. This claim therefore is rejected in view 
of the same prior art of record and in accordance with the same rationale of applying the 
inverse function, i.e. decryption. 

Claim 7 recites a method of recovering an audiovisual signal from a doubly 
encrypted digital signal. For illustration of extracting of a keying data signal from the 
signal, refer to Menezes figure 1 .7. 

It would have been obvious for one of ordinary skill in the art to store keying data, 
perhaps in a buffer, in order to synchronize computer instructions. 

As for extracting and descrambling the signal to recover the copy protected 
signal, this is understood to be decryption of the signal by the inverse of the second 
encryption function, leaving the signal which is still encrypted by the first encryption 
function. 

Reconverting the copy protected signal into an encoded signal using an inverse 
copy protection function using copy protection data is understood to be decryption of the 
signal with the inverse of the first encryption function using the keying data. 

At the time the invention was made, it would have been obvious to a 
person of ordinary skill in the art to combine the teachings Menezes with the teachings 
of Muratani in order to decrypt audio visual information. One of ordinary skill in the art 
would have been motivated to do this to thwart attempts to derive an open signal from 
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the set top box as discussed in Muratani, column 3, last paragraph, and top of column 
4. 

Claims 8-14 are system claims corresponding to the method claims 1-7, and are 
rejected in view of the same prior art of record and in accordance with the same 
rationale. 

Claim 15 recites a system for recovering an audio visual signal from a digital 
signal including a scrambled signal and a copy protection data signal representing copy 
protection data. However, the limitations in claim 15 are found to read on patent 
reference of note by Muratani. The scrambling and copy protection functions are 
understood to be two encryption functions as illustrated in figure 3, and the copy 
protection data are understood to be keying data, e.g. as disclosed in column 2, lines 
45-50. 

For illustration of a receiver and descrambler module connected via a link, see 
figure 3, i.e. security module item 70. For a communication interface for communicating 
with a receiver via a link, see figure 1 , where receiver item 12 connects via a link with 
interface item 26. 

For illustration of a descrambler for descrambling an incoming scrambled signal 
from the receiver via the link, see figure 1, item 22. 

For illustration of a receiver with a second communication interface for 
communicating with the descrambler module via the link, see figure 2, the two interfaces 
for security module item 70. 



Application/Control Number: 09/226,577 Page 8 

Art Unit: 2132 

A reconverter for converting an incoming copy protected signal from the 
descrambler back into said audiovisual signal using an inverse copy protection function 
wherein the inverse function utilizes stored copy protection data is understood to refer to 
limitations of the inverse of the first cryptographic function which uses the keying data 
for decryption. It is obvious that one of ordinary skill in the art would want to store the 
keying data, perhaps in a buffer, in order to synchronize computer instructions. 

Muratani et al are silent with respect to explicit disclosure of removing keying 
data from the signal and storing it in a memory device, extracting the scrambled signal 
from the digital signal, although the descramblers are illustrated e.g. in figure 3. 

However, reference is made to Menezes' figures 1.6 and 1.7, where keying data 
is transmitted over single and multiple channels. One of ordinary skill in the art would 
have wanted to store the keying data, perhaps in a buffer, in order to synchronize 
computer instructions. Menezes and Muratani et al both teach double encryption, and 
Muratani et al use double encryption in order to make secure the signal leading to the 
set top decryptor/descrambler, although not in the same exact order as the Muratani et 
al device. 

At the time the invention was made, it would have been obvious to a 
person of ordinary skill in the art to combine the teachings of Muratani et al with the 
teachings of Menezes in order to arrange a double encryption configuration to protect a 
signal to a set top descrambler/decryption device. One of ordinary skill in the art would 
have been motivated to do this by the disclosures within Muratani et al, e.g. bottom of 
column 2 and top of column 3, which are discussions related to motivations to protect 
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the set top signal from getting siphoned from an open signal between the module and 
the receiver. 

Claim 16 recites the system of claim 15 with further limitations of the incoming 
audiovisual signal into the receiver is encoded and scrambled, and wherein the receiver 
further includes a decoder for decoding said reconverted signal. 

Muratani et al disclose a device where the incoming audio visual signal is doubly 
encrypted in order to secure the signal going to and from a set top 
descrambler/decryptor as illustrated e.g. in figure 3. For disclosures of the signal being 
encoded, see e.g. ABSTRACT of Muratani et al. 

Claims 17 and 18 recite the system of claim 15 with further limitations of the 
descrambler module comprising a PCMIA card, and the first and second communication 
interfaces being IS679 compatible interfaces. Muratani et al and Menezes are silent 
with respect to explicit disclosure of outfitting such a double encryption device with such 
hardware. However, one of ordinary skill in the art would have wanted to implement 
such hardware into the Menezes teachings and Muratani et al illustrations of their 
double encryption device in order to enable the device. One of ordinary skill in the art at 
the time of the invention would have been motivated to do this because the devices are 
commercially available. 

Claim 19 recites the system of claim 15 with further limitations of the link being 
one or more communication mediums configured for carrying audiovisual signals. The 
device of Muratani et al is configured with links for transmitting audiovisual signals, as 
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is disclosed e.g. in the ABSTRACT, in order to protect the signals to and from the set 
top box. 

Claim 20 recites a method of protecting signals transmitting between a 
scrambling module and a receiver. Copy protection is found on page 14 of the 
specification to render the signal unusable, implying that it is encryption method. The 
Muratani et al device is conceived to protect a signal transmitting between the set top 
descrambler module and the receiver, as depicted e.g. in figure 3. 

For illustration of receiving an audiovisual digital signal in a receiver, see 
Muratani et al, e.g. ABSTRACT, or figures 2 and 3. 

For disclosure of generating copy protection data representing copy protection 
data, see e.g. Muratani el al column 5, section titled First Embodiment, paragraph 4. 
Where copy protection data is understood to be equivalent to keying data. 

For illustration of transmitting a digital signal from the receiver to the descrambler 
module via a link, see e.g. figures 2 and 3. 

For illustration of descrambling the scrambled audiovisual signal in the module to 
obtain an audiovisual signal, see figure 2. 

Converting the audiovisual signal in the descrambler module into a copy 
protected signal using a copy protection function is understood as an encryption of the 
signal within the module by one of the encryption functions, which are disclosed e.g. 
column 5, lines 45-50, or illustrated in figure 3. 

Transmission of the encrypted signal from the module to the receiver via a link is 
illustrated e.g. in figures 2 and 3. Reconversion of the copy protected signal to the 
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audiovisual using inverse copy protection function by using the data signal is 
understood to be decryption utilizing the keying data, as disclosed in Muratani et al e.g. 
column 5, lines 20-50. 

Muratani et al are silent with respect to explicit disclosure of the exact protocol of 
the above steps, i.e., descrambling the received signal within the set top module with 
one descrambling function, and subsequently reencrypting the signal for the 
transmission from the set top module to the receiver, where it is again decrypted. 
However, protection of the signal between the set top module and the set is the main 
concern of the Muratani et al device, as is disclosed in the ABSTRACT. Furthermore, 
Muratani el al suggest other embodiments to ones with ordinary skill in the art, e.g. at 
the top of column 5. Further still, examiner takes official notice that encryption between 
devices configured together are common and well known in the art, e.g. encryption 
between a pc and a disc storage device in order to secure data transmission 
therebetween. 

At the time the invention was made, it would have been obvious to a 
person of ordinary skill in the art to combine the teachings of Muratani et al with a 
decryptor within the set top module, and subsequently re-encrypting the signal for the 
transmission from the set top module to the receiver in order to provide a secure signal 
between the set top module and the receiver. One of ordinary skill in the art would have 
been motivated to do this because such a technique of encryption between devices in a 
configuration is well known in the art. 
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Claim 21 recites the method of claim 20 with further limitations of generating the 
copy protection data signal in the receiver. This is understood to be equivalent to 
generating key data in the receiver, and is disclosed in Muratani et al, e.g. column 5, 
lines 30-35. 

Claim 22 recites the method of claim 21 with further limitations. Muratani et al 
are silent with respect to explicit disclosure of transmitting keying data via a link. For 
illustration of transmitting keying data signal via a link, see Menezes, figure 1.7. At the 
time the invention was made, it would have been obvious to a person of ordinary skill in 
the art to combine the teachings of Muratani et al with the teachings of Menezes in 
order to provide a secure signal between a set top module and a receiver. One of 
ordinary skill in the art would have been motivated to do this by considering the 
enablement concerns of the Muratani device which are left to one of ordinary skill in the 
art, i.e., enabling the scrambling functions disclosed by Muratani. 

Claim 23 recites the method of claim 20 with further limitations. For disclosure of 
the audiovisual signal being encoded and scrambled, refer e.g. to ABSTRACT of 
Muratani et al reference of note. 

Claim 24 recites the method of claim 23 with further limitations of decoding the 
audiovisual receiver after the step of reconverting. For disclosure of decoding in the 
receiver following reconversion (decrypting), refer to Muratani et al e.g. figures 1 and 2. 

Claim 25 recites the method of claim 20 with further limitations of the module 
being a PCMIA card. For disclosure of utilization of an IC card within the Muritani et al 
device, refer to e.g. column 6, line 6. Muratani et al are silent with respect to explicit 
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disclosure of the card being a PCMIA card. However, one of ordinary skill in the art at 
the time the invention was made would have been motivated to enable the Muratani et 
al device with a PCMIA card because of its commercial availability. 

Claim 26 recites the method of claim 20 with further limitations. For disclosure of 
communication mediums configured for carrying audiovisual signals, refer to Muratani 
et al, e.g. column 2, lines 25-30. 

Claim 27 recites the method of claim 20 with further limitations. For disclosure of 
link interface devices, refer to Muratani et al, e.g. column 2, line 31. Muritani et al are 
silent with respect to explicit disclosure of utilization of an IS679 compatible interface for 
the link. However, one of ordinary skill in the art at the time the invention was made 
would have been motivated to implement a certain interface for the link between the 
module and the receiver, as depicted in figures 1-3 of Muratani et al. One would have 
been motivated to employ a specific device because of its commercial availability for 
specific enablements of the Muratani et al device. 

Claims 28-32 recite copy protection system claims corresponding to the signal 
recovery system claims 15-19, and are rejected in view of the same prior art of record 
and in accordance with the same rationale. 

Conclusion 



i 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Gregory A Newton whose telephone number is 703-305- 
1373. The examiner can normally be reached on 9-6 M-F. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Albert DeCady can be reached on 703-305-9595. The fax phone numbers 
for the organization where this application or proceeding is assigned are 703-746-7239 
for regular communications and 703-746-7238 for After Final communications. 

Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the receptionist whose telephone number is 703-305- 
3900. 
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